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Installation and configuration of the FortiClient to
connect to the DRFZ after the introduction of EMS

1. Download and installation — The current version (e.g. 7.x.x) of the new ZTNA FortiClient must first
be downloaded and installed. The software is provided by IT at the following link: https://vpn-
ems.drfz.de:10443/installers/Default/Client-7.0.11/

c 8 vpn-ems.driz.de:10443/installers/Default/Client-7.0.7/

Name Last modified size

B msi 2023-01-11 10:13

Bl FortiClient_7.0.7.dmg 2023-01-11 10:13 268M
| ForiiClientSetup_7.0.7_x64.exe 2023-01-1110:13  180M
| ForiiClientSetup_7.07_x86.exe 2023011110113 162M

2. Execution of the installer — Clicking on the marked file starts the download automatically. As soon
as this is completed, the installation can be started by clicking on the downloaded *.exe file.

[ FortiClientSetup_7...exe A

3. Microsoft Defender Smart Screen warning message — When running the setup file, on some
systems the Microsoft Defender SmartScreen may display a warning message. The installation can
be continued by clicking on 'More information' and selecting 'Run anyway'.

Der Computer wurde durch Windows Der Computer wurde durch Windows
geschitzt geschutzt

re Informationen

4. Allow - If necessary, confirm the execution of the installer with 'Yes'.

FortiClientSetup_7.0.7_x64.exe

Herausgeber: Unbekannt
Dateilirsprung: Festplatte auf diesem Computer

Weitera Details anzeigen

44 l 2 Mg
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5. Antivirus program — Some antivirus programs also issue messages when trying to install the
FortiClient. These must also be confirmed.

& norton X

A Erkannte Bedrohungen ©

FortiClient Installer hat keine gultige digitale Signatur

Dateiname: Forii

Remote-Host: fp c phicdnnet
Protokoll: TCP

Details anzeigen

( Weitere Optionen V) ( Immer zulassen )

Ach
6. FortiClient installation setup assistent — After confirmation of the message from Defender
SmartScreen and, if applicable, local antivirus program, the installation wizard starts. The license
agreements must be accepted at the bottom left in order to continue with the installation via
'Next'.

#7 FortiClient Installation e %

Willkommen beim Setup-Assistenten von
FortiClient

FortiClient wird auf dem Computer installiert. Klicken Sie auf "Weiter”, um den
‘organg fortzusetzen, oder auf “Abbrechen”, um den Setup-Assistenten zu
beenden,

Lizenzvereinbarung Abbrechen

7. If necessary, upgrade an existing client — If an instance of FortiClient is still installed, it does not
have to be uninstalled separately, but can be easily upgraded during the installation process.

#5 Aktualisiere FortiClient — X

Bereit zum Upgraden

Klick Upgrade um das Upgrade zu starten. Kick Abbrechen um die Instaliation
abzubrechen.

aride [ Upgaie ] | dbbrechen
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8. Installation process — The installation or upgrade will now run.

4 FortiClient Installation - X

FortiClient wird installiert

Warten Sie, wahrend FortiClient vom Setup-Assistenten installiert wird,

Status: Installation wird tberpriift

Zuide || Weiter
9. Restart notice — To complete the installation, a restart must be approved. The installation process

can then take some time (approx. 2-3 minutes).

8 FortiClient Installation =2 X 3 FortiClient installation - X
FortiClient wird installiert Der Setup-Assistent fiir FortiClient wurde
abgeschlossen.
Warten{ g FortiClient-Setup x Click the Firish button to exit the Setup Wizard.

Status: Setup muss Dateien oder Dienste aktualisieren, die nicht
wihrend der Ausfiihrung des Systeme aktualisiert

| werden kannen, Wern Se den Vorgang fortsstzen, ist I
ein Neustart erforderlich, um Setup abzuschlisfien.
o« .
> 4
e s -

10. Reboot — After completing the installation, you will be prompted to restart the system.

FortiClient

FortiClient has made changes to your computer, but a reboot
is needed to complete those changes.

Do you want to reboot now?

L ] ten |

11. Accept — After restarting the system, the new FortiClient opens and must be accepted.

@ FortiClient -- Zero Trust Fabric Agent -

12. Server — If the server is not pre-filled and automatically connected, enter 'vpn-ems.drfz.de' here.
The connection is established with this server. If necessary, click 'Connect’'.
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14.

15.

16.
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@ FortiClient - Getrennt
Zero Trust Fabric Agent

2= Registrieren Sie sich bei Security Fabric

'@ Enter Server address or Invitation code:

|vpn-emsdrfz,de |Verhinder|| = =

Configuration update — When connecting to the server, a message appears that the configuration
update was accepted by the EMS. The connection is now established.

@ FortiClient System Tray Controller . @ Fort]client - Verbunden

Zero Trust Fabric Agent

FortiClient

Eﬂ Zentral verwaltet vom EMS

Status: @ Verbunden (Trennen| =

VPN — Under remote access, you can log in to the VPN as usual (username, password and token).

==Y

VPN Name DRFZ-VPN v

Benutrername

Passwort ‘

Verbinden

Connected — As soon as the connection has been established, a corresponding message appears
and the window closes.

@ FortiClient System Tray Controller

@ FortiClien

FortiClient — The FortiClient can be found in the taskbar and can be opened by double-clicking on

the icon.




